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A CYBER WORKFORCE IS A NATIONAL CONCERN

A September 2013 report on professional-
¥ ization in the cybersecurity workforce
confirmed the views of many government
o o experts that the field is much too young,
PR i R diverse and understaffed to readily mitigate
threats.

“Cybersecurity is more than just a single profession; it really
represents a field with a number of occupations and professions.
Some of them are much more mature than others, and most if not
all of them are still evolving.” says Ernest McDuffie, head of the
NIST National Initiative for Cybersecurity Education (NICE)
program.

Cyber security leaders have emphasized not only the importance of
having a pipeline of top-notch cyber talent but also skilled and
knowledgeable human resources professionals who can effectively
discern what life experiences and skills are useful in a cyber
environment. The report, which was sponsored by the Homeland
Security Department, is likely to be reviewed by the White House to
inform future policy decisions.

Going forward, Homeland Security also is reviewing the first
version of its National Cybersecurity Workforce Framework, a blue-
print for categorizing and creating a common language for defining
cyber jobs. The updated version, which is expected in the first
quarter of 2014, will incorporate changes requested by federal
workers and the public.

O

Compiled and
Disseminated by

The Office of Personnel Management also is moving forward with
implementing data elements of the workforce framework, which will
give government for the first time real data on cybersecurity
employees and their job responsibilities.
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TEACHING THE NEXT GENERATION OF CYBER LEADERS

A study conducted by the National Cyber Security Alliance in 2008,
highlighted the need for better cyber security education for our
nation’s youth. In part, the study found:
« Only 10% of educators received more than six hours of
professional development on cyber security.
. Only 22% were comfortable teaching about cyber bullying,
identity theft and other types of cyber crime.
. Only 23% percent felt prepared to teach students how to
protect their personal information.
Since the study, the Security Alliance built a program, called
C-SAVE and made it available to schools across the country. It
engages students in an interactive fashion to teach them critical
cyber security principles.

Grades K-5

Students are taught to understand and commit to not sharing
personal information with anyone they meet online. This includes
their real name, address, phone number, financial information,
school name, passwords, or other private information. They’re
encouraged to talk openly with their parents or guardian about what
they see online and always tell if anyone asks for personal
information. Students at this young age are already online so
they’re encouraged to follow family and school rules about safety
on the Internet and when playing online games.

Middle and High Schools

Students are taught to understand and commit to not sharing per-
sonal information. They're taught how to be ethical users online by
never using the Internet to spread gossip, bully or hurt someone’s
reputation and to only post what they would feel comfortable with
the whole world seeing, including parents. Students are taught to
understand what security tools are available to use on most
computers to further protect themselves and to never meet in
person with someone they met online.
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