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r of the military community,
er in our success, and we
without your support.

it, but you play a crucial role
in ensuring ?lour loved ones safety just by what
you know of the military’s day-to-day operations.

You can protect your loved ones by protecting
the information that you know. This is known in
the military as Operations Security or, OPSEC.
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OPSEC?
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adversaries from

al information. As the
rotects our operations —

and those completed.
Success depends on secrecy and surprise, SO
the military can accomplish the mission quicker
and with less risk. Enemies of freedom want our
Information, and they’re not just after the military
member to get it. They want you, the family

member. -




2s you to:
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Ivities from an enemies’
enemy might know about

e Assess the amount of risk this places on you
and your family

 Develop and apply countermeasures, which are
ways of preventing enemies from gaining your
sensitive information
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can | Do?



say about... @4 ¢

eployment/redeployment
xercises, flight information
IS a specific date

nit
« Anything concerning security é%%
 Equipment issues (what, no flak vests?)

e Locations of units (it's OK to say they’re in Iraq,

but not to say that your spouses battalion is at
14t and Ramadan in Kadamiyah)




ese places:
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e Shopping

* Public transportation

e Basically anywhere
someone you don't

know could be
listening




f OPSEC

Inations
ations or missions
 Discuss dates and times of exercises
e Discuss readiness issues or numbers
» Discuss specific training equipment
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ESEC

and jobs In
ons

perations
erations

e Assume the enemy Is not trying to
collect information on military
operations, you, or your family
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S you
daily:

our surroundings

e discussions In
ecure areas

 Keep a need-to-know attitude (if they
don’t need to know, don’t tell them)

o Safeguard sensitive but unclassified
Information
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Terms

you'll here often when
ut OPSEC.:

pecific facts about you as
ntions, capabilities,

operations or activities

 |ndicators - Any activity that seems innocent but
could point to critical information

* Vulnerability - A weakness that someone can
use to get your critical information



EC Terms
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that @
critical

mage that
are

successful

o Countermeasures - Things you
can do to stop others from learning
your Critical Information
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bout missions of assigned

cations and times of unit
eployments
 Personal transactions that occur Iin large

numbers (pay information, powers of attorney,
wills and deployment information)

 References to trend in unit morale
e Personnel problems
« Detalls concerning security procedures
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Indicators:

rcises
S

neing processed

ncrease In financial activity
Tightened security

POV storage lots being set up
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_arge number of wills and power of attorneys
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rability

ysically observe
les such as driving
hool and shopping,
or they can listen to your phone
conversations and monitor your
Internet/e-mail activities to get that
iInformation.
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les of RiIsk:
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rsary found out flight
Imes for airmen

/INg overseas, would he use
that information against them?

e If an enemy knew when and where
your kids went to school, would he
use that against you to gain any
iInformation you might know?
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easures



res...

S to work, school etc

edule (instead of always
ednesday, change it to

different days)

e Changes the times you do certain dalily activities
(Jogging, shopping, going to the gym)

o Destroy trash with personal information on it

o Keep personal information in a safe or lock box
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trangers

nal Lo ‘-._':." .
iInformation on your family? Do ELCOM ¢

you link it from forums and
websites that you frequent?

(22 el



S You
Online

ation in @ %

al information on your family
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— When spouses deploy

— Your family members full names, ages or where they attend school
— Your address

— Rank/MOS

e “A picture is worth a thousand words...” Keep this in
mind when posting them.

Remember... Anything put on the Internet
IS availlable to ANYONE on the Internet...
It IS the World Wide Web
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On the Internet,
nobody knows
you're a dog

Cm ehe Tnioraey, nnémzfp &g you're a dog,



ctivities
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Do your friends and family who are not familiar with
the military understand the importance of not
revealing what you tell them? Are you sure?

Talking with those you do share information about

your family member’s comings and goings can
sometimes be a good idea.

Not sharing the detalls Is an even better idea!



One Team, One Fight
One Mission

t secure. Cell
nes and land-
omised. Censor
he phone
because you never know who could be
listening in on you.




ecure?
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HEY MOM,
HOW ARE YOUZ I'M
FINE. THEY'RE
SENDING ME HOME
EARLY.

MOM, YOU KNOW
I CAN'T TELL YOU WHEN
OVER THIS PHONE LINE! IT'S
TOTALLY UNSECURE!

YEAH, I'LL
SEMD IT TC YOUR HOTMAIL
ACCOUNT.

MAY

GUESS IT'S

‘ 600D NEWS.

WWW. AFELLES.COM
© 2008 BY A.M.




lk about when you're out in
If the person next to you Is

Joe the cashier at the grocery store
Your spotter at the gym
One of your neighbors

The person that was sitting behind you on the
bus listening to you complain about your
spouses unit always being deployed and when.

Point 1s, you NEVER KNOW!




g the time to to review
al Is to provide you
rstanding of our security
rmation Iin this guide is
not mtended to make you paranoid or
suspicious that everyone you meet is a spy
or terrorist. But stay alert... if any stranger
shows excessive interest in the affairs of
your family members, military or not, please
notify the proper authorities.



guestions
ntact the

62 AW OPSEC Program
Manager at 982-2558/2983
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